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i Globus Toolkit
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Globus Toolkit

+

s 3DDN—T3V N TF

s IN\—322% — 2.4.3 Histable release
« HTTP,LDAPZEEZR—X T AmBE O/

s /N\—323% — 3.2.1 Histable release

« Ty —ERXRZHRHA

» /N—234% - 3.9.2 (development

release) = 4.0.0 (2005.4.29 1
A)

= WSRFX Jits
« http://www.globus.org/toolkit/
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Globus Toolkit 3&0GSI

.%Iobus Toolkit 2
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i GT2, 3, 4k} WSRF UL

s WSRF: Web Service Resource
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Grid Service Reference

Grid Service Handle

HandleResolver tR— k24
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GridService £ FHEE1E

Notification R—k5 47

Factory iR—k2A 7

ServiceGrouprR—r2 47

Base fault type




i WSRF 1Z#1k

s OASISTIE# 1t

= Web Services Resource Framework & Web
Services Notification@®22D@TC (Technical
Committee) hVE% 3L,
= Web Services Resource Framework
= David Snelling(Fujitsu), lan Robinson(1BM)

= Web Services Notification
« Willam Vambenepe(HP)
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Symmetric Cryptography(I@##igS A =0) ( intro. )

= Hil7grES1k
= f51)

My name i1s James Bond.

@ shift 2
Oa pcog ku Lcogu Dgpf.

= encrypt(B&51t), decrypt(85) [CRIL#(=2)%F| .
« ERICIEEEEM L TILO) XL (DES, AES, IDEA, etc.)
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public key cryptography
N EBERES A

= SO Xt (private key, public key)Z{#->T encrypt

f_ _________ confidential gnfidential __________ A
"""""" .. —"0 :::':‘:::':....J
............... encrypt v decrypt

\_ (private key) ) \_ (public key)

/“ ........ confidentiz? gnfidential
___________ __ [ L
--------------- encrypt 7 decrypt

\_ (public key) ) \_ (private key)

A B
= Point: encrypt IZHHU=82TIX decrypt R4,

= public key Z/2BAL, private key [Z[27".
« 7J)L3)X L : RSA, Rabin, Diffie-Hellman, etc.



i symmetric key & public key 0§t F&

= symmetric key cryptography
» BE(T key ZHFITESFENDLE
= public key cryptography

= encrypt, decrypt AV EL(symmetric key DB ~
FRE)DTREVNVHAXDBEEIZFARE

s MAXDGERE

- Authentlcatlon(n., ZE) & symmetric key DEE(Z
public key cryptography I FE
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i Authentication(z5ziE)

= private key @ owner DHEER
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i Certificate (GEEAE)
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= private key, public key DXt ZDULNT,

[private key M owner]&
[public key] DBEEZRZREL.

s A=Y L TEZETETOETFHIER
ELTHAT.
= FITHERA D digital signature IZ&YRNBEREE

(c. £ ELOBIFE: SRR~ ABEONE



i Registration Authority(Z &x/E)
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Certification Authority(GRZER)

s SEAAE DR ITHES
= private key DFFEE & public key D BERZE{REE.
= CA O digital signature % #{.
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certificate
LTORBEDTERANI 7ML

Certificate:
Issuer: C=US, O=Globus, CN=Globus Certification Authority 4——@
Validity
Not Before: Feb 26 13:24:16 2002 GMT <«
Not After : Feb 26 13:24:16 2003 GMT valid Ity
Subject: O=Grid, O=Globus, OU=cc.kyushu-u.ac.jp, CN=Takeshi Nanri - - -
Subject Public Key Info: Distinguished Name

Public Key Algorithm: rsaEncryption =
RSA Public Key: (1024 bit) (FEEEU % )

Modulus (1024 bit):
00:b3:06:66:93:f4:54:16:21:d0:3c:15:3f:0e:f8: | *[]ﬁ%o) pub“c key

ar:f2:fb:7f:07:68:96:4d:17
Exponent: 65537 (0x10001)
X509v3 extensions:
Netscape Cert Type:
SSL Client, SSL Server
Signature Algorithm: md5WithRSAEncryption
25:8p:38:4e:0d:57:€8:73:97:b8:30:1c:10:ac:c2:15:barba: | _ CAD

digital signature

5e:9b




Distinguished Name
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= country

= locality

= Organization

= Section

= common name([& % £ )
= E-mail 7KL X

s —DDCANTEELAL.
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Digital Signature
s SEFARIAEZ% CA O private key T encrypt

= CA @ public key T decrypt 332 &(Z&YRARIERA
« SEBAE 2K Dencrypt [FEFEANMNEDT
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« &Y —/\IZEAT S CA O public key FEH

SGFVG;V/r

User's public key+BN user”
certificate

digest

- encrypt

CA's private key
S /

—

deliver

~

send

digest

e

\CA'S public key

decrypt I
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~
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i Message Digest

s RWOVWAYE—UNGE

digest Z1ERk.

7E /N1 & (20byteFE)

Mt

= public key crypt. [Z& % encrypt O BFfEkE#E

» RESADALE

= public key T decrypt RIEEZL D T,
[EIC digest WERSNDSEIITAYE—DF
EEMRBHICENH KDL digital signature M

BEREENEGD.
= FETRTABERL:

= digest MBITTDXADETIEA A EE
= TTDOX A 1bit THESE digest [T RELEIE
« 7I)LOdYXL: MD5, SHAL, etc.
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user

/“key pair fERE

private key

public key
1T request
public key

distinguished name

JP,

Kyushu Univ.,

Takeshi Nanri

RA

-~

ﬁ

/

\

AR NFEEE
OK

FEITHREE

public key

distinguished name

~

ey B AR HERD

o —— e I tifi Cate F& 1T

/

certificate EITETHD N

CA

a O

OK
digital signature 4

CA, validity
public key

distinguished name

X

\ digital signature /




1—H @ Authentication
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public key cryptography #RU\f-FEZE A EE

user Server

a N O B

random message

encrypt

user's
private key

decrypt
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user's
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encrypt
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i Authorization (G2 \])

» Authenticate SN F=F|R&FIZXIL,
EISHER 5 Z 5.
= Grid MHE,@BYE1—HFIDAD
mapping ({1 17).
= Globus : Grid-Mapfile
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= Distinguished Name &
H—/\EDII—HFIDD mapping
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server A

~

d—4 ID A mapping

B EY)E1I—IDIZEIY Y TS
H .
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server B

Takeshi Nanri, Kyushu Univ., Japan

— nanri

Takeshi Nanri, Kyushu Univ., Japan

— guest
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i private key MxLY
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= private key 29"
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GTIZ&1T5Single sign-on
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= Globus Toolkit TIZ, proxy(4LE
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private key

i Droxy
— BRI

A] BE7E public key &

o1 Proxy (ﬁfHA) =1ERK.

= Globus Toolkit TlZ, $FIZIEELAITNIX 1285 4.

= digital signaturelZ&Y,
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proxy M 4 pk
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= 55 HA R F)

IR] REZiprivate key & public key M

xtZAE K.

s FN5%EITIZ certificate Z1ERK.

= certificate [ZARED private key T?

s —EEITNNAT—FDANDDBE.

— RO IZHERK

private key
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A I
FITHES

etc.

public key

=S F=4.
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digest,
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proxy @ certificate

Certificate:
Data:

Issuer: O=Grid, O=Globus, OU=cc.kyushu-u.ac.jp, CN=Takeshi Nanri < CA = user

Validity —
Not Before: Dec 1 04:42:12 2002 GMT < validity = 12h

Not After : Dec 116:47:12 2002 GMT
Subject: O=Grid, O=Globus, OU=cc.kyushu-u.ac.jp, CN=Takeshi Nanri, CN=proxy ¥+—Re] e} Va3 BJ\\
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (512 bit)

Modulus (512 bit):
00:ac:f1:8f:81:98:04:ef:da:6a:al:53:4e:53:ea: N

4e:1b:4b:7f:e7 > < temporal public key
Exponent: 65537 (0x10001)

Signature Algorithm: md5WithRSAEnNcryption

18:7a:a4:9c¢:7¢:50:89:9f:97:e5:55:8b:aa:2a:a2:ae:f7:a3: < user's

digital signature

b4:23 -
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s 200 certificate ZF| FE
« 1—H O certificate

= proxy @ certificate

» proxy MIERDOREBANTHILETER
= CA Mpublic keyTa1—H D certificate M
digital signature 2

= 11— O certificate [TEFENDSARAD public key
T proxy @ certificate @ digital signature ZH#:2
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